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|. Purpose. To publish policy and set forth standards for
security measures to safeguard patients, staff, visitors,
property and sensitive information at Naval Hospital, Twentynine
Palms and its clinics as per references (a) through (0).

2. Cancellation. NAVHOSP29PALMSI NST 5540. 2.

3. Background. Naval Hospital, Twentynine Palns is a

resi dent conmmand | ocated on the Marine Corps Air G ound Conbat
Center (MCAGCC). To provide the security force required in
reference (a), this command relies on the Provost

Marshall's O fice (PMD) as addressed in reference (d).

4. Action

a. The Commanding O ficer shall appoint the Security
O ficer, Security Manager, Personnel Security Oficer, Top Secret
Control Oficer and the Classified Material Control O ficer in
writing.
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b. The Security Oficer shall be responsible for al
physi cal security and | oss prevention prograns.

c. The Security Manager shall be the principal advisor on
i nformati on and personnel security in the conmmand.

d. The Personnel Security Oficer shall ensure that al
personnel who are to handle classified information or to be
assigned to sensitive duties are appropriately cleared and
bri ef ed.

e. The Top Secret Control Oficer shall:

(I') Ensure all Top Secret information is controlled by
di rect personal contact.

(2) Ensure no Top Secret material is stored at this
command.

f. The Classified Material Control Oficer shall:

(1) Ensure conpliance with accounting and contr ol
requi renents for classified material.

(2) Ensure energency renoval for classified material.
g. Head, Managenent Information Departnent (M D) shall

(1) Be assigned as the Information Systens Security
Oficer.

(2) Be responsible for devel oping and i npl enenting
I nformation Systens (IS) security.

h. Directors and Departnent Heads shall:

(1) Famliarize thenselves with the contents and
requi renents of enclosures (l) through (3).

(2) Make their personnel available for training as
schedul ed.

5. Applicability. This instruction is applicable for all
personnel aboard this command and its clinics.
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6. New or Revised Forns. Comrmand Aut horization for Search and
Sei zure, OPNAV 5527/9; Affidavit for Search Authorization, OPNAV
5527/ 10; Departnent of Navy Evidence Tag, OPNAV 5527/ A and B;

Evi dence/ Property Custody Docunent, NAVHOSP29PALMS For m 3440/ 03
(Rev. 2/94) and Security Container Information Card, SF-700 may
be obtained from Central Files Departnent.

V&G
R S. KAYLER

Di stri bution:
Li st A
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Chapter 1
| NTRODUCTI ON
1001. Purpose. To establish policy, procedures and requirenents
for the Physical Security and Loss Prevention Program at Naval
Hospital Twentynine Palns. Specifically, this chapter covers:

a. Responsibilities for physical security and | oss
preventi on.

b. Measures to assist in identifying, analyzing, reducing
and elimnating | osses of governnent property and to inprove
physi cal security.

c. The physical security of resources and assets and is
intended to provide a conprehensive physical security program as
required by reference (a).

1002. Action

a. The Commanding O ficer shall:

(1) Be responsible for physical security.
(2) Appoint a Security Oficer.

(a) Appointnment nust be witing.

(b) Be qualified as per reference (a).

(3) Designate restricted areas as required by
reference (a).

(4) Provide sufficient resources, training, staff
assi stance and authority to the Security O ficer to allow for the
i npl enent ati on, managenent and execution of an effective physi cal
security and | oss prevention program
b. Physical Security Review Commttee (PSRC) shall:

(1) Be convened under the cognizance of the Board of
Directors, pursuant to reference (k).

(2) Meet quarterly and performthe duties as described
in reference (a).

1-1
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(3) Be chaired by the Security Oficer.
c. The Security Oficer shall

(') Report to the Commanding O ficer on all security
matters.

(2) Assist the Commanding O ficer in the determ nation
of the adequacy of the Conmmand Physical Security and Loss
Prevention Program by identifying those areas in which inproved
security neasures are required.

(3) Be responsible for the conmand' s physical security,
anti-terrorism and | oss prevention prograns by:

(a) Identifying the asset requiring protection,
assessing the threat, commtting resources and determ ning
jurisdiction and boundari es.

(b) Detecting efforts to wongfully renove, danage
or destroy property by enploying a security force sufficient to
protect, react to and confront situations and circunstances which
t hreat en personnel and property.

(4) Ensure all loss reporting, trend anal ysis and
i nvestigative requests are conpl et ed.

(5) Ensure that all |osses and gains, inventory
adj ust nents, and surveys of property are reported, pursuant to
references (b) and (c).

(6) Forward all investigations requiring PMO, Naval
Crimnal Investigative Services (NCI'S) and/or Crim nal
I nvestigative Departnment (CID) attention to the appropriate
agency.

(7) Monitor disciplinary, admnistrative, and
corrective procedures applicable to nenbers found responsible for
| osses.

(8) Conduct an annual physical security survey.

(9) Request external in-depth studies or physical
security inspections.

1-2
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(10) Provide a basis for the orderly inprovenent of this
command’ s Physical Security and Loss Prevention Program

(11) Conduct the initial investigation of notor vehicle
accidents occurring within the jurisdictional boundaries of the
command that involve vehicles assigned to the command. The
Acci dent Investigations Branch, PMO, MCAGCC w |l be notified of
all such accidents.

(12) Be liaison to the MCAGCC Physical Security Oficer
regarding matters of physical security.

(13) Ensure training on physical security and | oss
prevention is provided during Comrand | ndoctrination and Annual
Tr ai ni ng.

d. The Chief Master at Arns (CMAA) shall:

(1) I'mrediately investigate incidents involving
crimnal or disciplinary matters.

(2) Notify the Security Oficer as to the status and
findings of investigations.

(3) Serve as a liaison between the conmmand and ot her | aw
enf or cenent agenci es.

(4) Assune the duties of the Conmand Security Oficer
in his absence.

(5) Maintain records and files of:
(a) Evidence taken into custody
(b) Investigative files
(c) Disciplinary records
(6) Serve as the Conmand Evi dence Cust odi an.
(7) Be responsible for the preparation of personnel
packages for use in Courts-Martial and Article 15, Uniform Code
of Mlitary Justice (UCM]) cases.

(a) Ensure personnel are rendered their rights
provided by Article 31 of the UCM.

1-3
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(b) Ensure packages are reviewed by the Security
Oficer and Director for Adm nistration before being forwarded
for action.

(8) Conduct at |east one external security inspection
of the command on normal work days.

e. Head, Education and Training shall:

(1) Provide adequate tinme at Conmand | ndoctrination
and Annual Training for security briefings.

(2) Security Briefings will address:

- (a) Processes for mnimzing security risks for
personnel in security sensitive areas;

(b) Emergency procedures followed during security
i nci dents; and

(c) Processes for reporting security incidents
involving patients, visitors, personnel, and property.

(3) Maintain training records of personnel attending
security training.

1003. Security Team This command’' s Security Team

consists of a Security Oficer and a collateral duty CMAA.  The
Oficer of the Day (OOD), Mate of the Day (MOD) and ot her

wat chst anders may be used to augnent the security team as the
situation dictates. MCAGCC PMO shall provide a security force
when request ed.

1004. | nternal Security

a. Al security violations and di screpancies wll be
reported in the Command Journal .

b. Ofice spaces will be secured at the close of normal
wor ki ng hours, weekends and hol i days except when personnel need
to performtheir duties.

c. Internal doors to offices containing sensitive or
classified material will only be secured after material has been

1- 4
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properly secured. Security checks will be nade by the OO MOD
tw ce during each 24 hour shift and the results recorded in the
Command Jour nal

d. Wien not in use, all vaults and safes will be cl osed
and | ocked.

e. Departnents that handle service or health records wl|
ensure that records are placed in adequate | ocked storage
cabinets and all doors to the record storage areas are secured
prior to |eaving their work center.

f. Wien a space is assigned a dual occupancy by two or
nore departnents, the senior Departnent Head will assune
responsibility for the security of that space.

g. |If forced entry of a space is suspected, the Security
Oficer or Oficer of the Day will be notified i medi ately.

(a) The imedi ate area will be isol ated and not
di sturbed until relieved by the Security O ficer or the Oficer
of the Day.

(b) No further entry into the space is authorized.

(c) Nothing is to be renoved fromor placed inside the
space.

1005. External Security

a. The PMOis responsible for patrolling all commobn areas
(streets, roads, parking areas, etc.) surroundi ng the Naval
Hospital .

b. After normal working hours, weekends and holidays, the
O0OD and MOD are responsible for security rounds
of all buildings under the cognizance of this commuand.

(I') Conditions of all exterior lighting, doors, and
w ndows will be noted, with discrepancies reported to the
Security Oficer the followng work day. The OOD w |l indicate
di screpanci es on the OOD Checklist and report those discrepancies
the next day to the Director for Admnistration and the Executive
Oficer.
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(2) When required, work requests shall be conpleted by
the Security O ficer and forwarded to facilities Managenent
Departnent for action.

c. Doors shall not be propped open and | eft unattended.
d. Al exterior doors except the main entrance and energency

roomw || be secured at 1800 on work days and will be opened at
0530. Doors wll remain secured on weekends and hol i days.

1-6
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Chapter 2
KEY AND LOCK CONTROL PROGRAM

2001. Purpose. To prescribe policies and procedures for the
Command Key and Lock Control Program

2002. Background. The Naval Hospital and Mlitary Sick Cal
keyi ng systemis a master-keyed system desi gned for door keys to
all ow access to specific spaces. Locking devices for personal
use, desks, lockers and file cabinets are not covered by this
program

2003. Action

a. The Security Oficer shall be responsible for the Command
Key and Lock Control Program

b. The Conmand Key Control O ficer shall:
(I') Be appointed in witing by the Commandi ng O ficer.

(2) Maintain a master inventory of keys assigned to
hospital staff and contractors.

(3) Conduct sem -annual key inventories and maintain
inventory files.

(4) Coordinate | ock mai ntenance and rotation.

(5) Approve/ Di sapprove all requests for key or |ock
changes and forward the requests to the Safety Manager for
revi ew.

(6) Investigate reports of |ost or recovered keys.
PMO or NCIS wll be notified of the |oss of any master, sub-
mast er, pharnacy, naterial nanagenent, nmail room or
col | ecti on agent room key.

(7) Budget for all aspects of the Key Control Program

(8) Conduct an annual review of the Key Control
Program

2-1



NAVHOSP29PALMSI NST 5540. 2A
3 April 1998

c. Departnent Heads shall ensure all departnent duty keys
are controlled and | osses reported to the Security O ficer
i mredi atel y.

d. Al personnel shall:

(I') Report |ost, danaged, or stolen keys to their
Depart nent Head.

(2) Submt key and |l ock requests to the Security Oficer
via their Departnent Head.

(3) Not duplicate any governnent key by any neans
ot her than through the Departnent Key Custodi an.

(4) Surrender any keys found to the Security Oficer.
(5) Surrender all keys to the Security Oficer
prior to transfer fromthe departnment. KEYS SHALL NOT BE TURNED
OVER TO OTHER STAFF MEMBERS.

(6) Responsible for preventing the unauthorized use of
command keys.

2004. Key Contr ol

a. Duplicate Key Control. Duplicate keys will be secured
in the Operating Managenent Departnent as required by reference

(a).

b. Duplication of Keys. MCAGCC s locksmith is the only
person aut horized to make and duplicate keys. Keys will not be
duplicated by a commercial vender. All requests for key
duplication nust be processed through the Security O ficer.

c. Key Accountability. Continuous accountability of keys
is required. The Security Oficer shall maintain a system show ng
keys on hand, keys issued, to whom date and tinme the keys were
i ssued and returned, and the signatures of persons issued or
returning the keys.
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d. Key Issuance. Keys will only be issued to persons
needi ng access to | ocked areas to conduct official duties. The
i ssuance of keys will be limted to a m ni num nunber required to
performefficient routine operations. Keys will not be issued
nerely for conveni ence.

2005. Lock Control

a. Mintenance. MCAGCC s |ocksmths are the only
personnel authorized to perform mai ntenance on | ocks.

b. Procurenent of Locks. All |ocking devices nust be
approved by the Security Oficer and Safety Manager prior to
procur enent .

c. Ci pher and Safe Locks. WII| be changed at | east
annual |y, upon change of custodian(s), conprom se or suspect of
conprom se.

d. Electronic Card Access Locks. Sensitive areas throughout
the command will be equi pped with electronic |ocks. Cards wll
be issued individually to staff nmenbers. Electronic |ocks wll
have tracking capability to determ ne who entered, date and tine.
Access cards will be turned over to the Security O ficer on
transfer or departnental change.

2-3
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Chapter 3
PERSONNEL ACCESS, | DENTI FI CATI ON AND MOVENMENT
3001. Purpose. To describe policies and procedures for the

access, novenent, and identification of personnel working or
visiting the command.

3002. Policy

a. Access to the hospital will be granted to those
per sons who:

(1) Have been officially recognized to conduct
busi ness within the command, displaying the Command Phot o
| dentification Badge.

(2) Are hospital or patients' visitors.

(3) Are Enmergency Response Personnel in the performnce
of their duties.

b. Loitering will not be permtted.

c. Casual visiting of enployees by non-enpl oyees at work
wll not nornmally be permtted except by specific perm ssion of
the enpl oyee' s i medi at e supervi sor.

d. Entry during normal working hours is not restricted.

(I') After normal working hours, entry will be
restricted to the hospital only through the Information Desk
Lobby and Enmergency Medi ci ne Departnent.

(2) Al other entrances will normally be secured and
al armed by 1800 and remain secured until 0600 the next norning.

e. Al nenbers of the hospital are issued a Photo
| dentification Badge upon reporting. The Badge nust be displ ayed
at all times while inside the hospital or Mlitary Sick call.

3003. Security Areas. Only the Commandi ng O ficer may designate
"restricted" areas.
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a. Level Two Access Areas
(1) Material Managenent Storeroom
(2) Managenent |nformation Departnent
(3) Al Electrical, Mechanical and Conmuni cati ons Roons
(4) OO I nformati on Desk

(a) Access to these areas will be controlled by
departnental personnel and the QOOD.

(b) After hours, all persons entering and | eaving
t hese spaces nust be logged in the Ingress/Egress |ogs by the
OOD.

(c) Visitors shall not be left unescorted.

(d) Security rounds will be conducted once every
ei ght hours.

b. Level One Access Areas
(1) Pharmacy Depart nent
(2) Mail Room
(3) Collection Agent's Ofice.
(4) Pharmacy vault |ocated in Materials Managenent.

(a) Access to these areas will be controlled by
departnental enpl oyees and the QOOD.

(b) After hours, all persons entering and exiting
t hese spaces will be logged in the Ingress/Egress |ogs by the
OCD.

(c) Visitors shall not be left unescorted.

(d) After hours, security rounds will be conducted
once every eight hours.
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c. Naval Hospital and Qutlying Buil dings, except as noted
in this instruction, are non-restricted areas.

3004. Access Criteria

a. Assigned Personnel. Al personnel assigned to the
Naval Hospital shall neet MCAGCC requirenents for access and mnust
present their Departnment of Defense identification card, upon
request by the Security Oficer, CMAA or watchstanders.

b. Mlitary Staff Personnel. Mlitary hospital staff may
enter the facility at any tinme in the performance of their
duties, however, the hospital Photo Identification Badge nust be
di spl ayed.

c. Dependent and Retired Personnel. Dependents with a
valid Uniformed Services ldentification and Privilege Card
(USIPC - DD Form 1173) and retired mlitary personnel with a
valid Arned Forces ldentification Card (DD Form 2 Retired) nmay
enter the hospital after normal working hours to use the
Emer gency Medici ne and Pharnacy Departnents, or to visit
patients.

d. Children of mlitary personnel (active, reserve and
retired) under the age of ten years or without a USIPC Card nust
be acconpani ed by an adult.

e. GCivilian Enployees. Civilian enployees will not be
permtted entry into the hospital between 2000 and 0600, except
in the performance of their duties, to use the Emergency Medicine
Department or to visit patients.

3005. Naval Hospital Visitors

a. Law Enforcenent and | nvestigative Agents

(1) Agents or representatives of Enmergency Services,
mlitary | aw enforcenent or investigative agencies wll be
adm tted upon presentation of satisfactory identification when
performng official duties.

(a) The agent or representative will be directed

to the Security Oficer during normal working hours or to the OOD
after normal working hours, and on weekends and hol i days.
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(b) Mlitary | aw enforcenment agents conducting
busi ness in the Enmergency Medicine Departnent need not report to
the OOD prior to conducting their duties.

(2) Enmergency Medici ne Departnent personnel shal
ensure that the OOD has been notified when any | aw enf orcenent
personnel are on board, and the nature of their visit.

b. Business Visitors

(1) Since all individuals of the hospital generally
have sufficient opportunity to conduct private business during
of f-duty hours, it is this command's policy that solicitors and
agents of commercial concerns are not permtted to enter the
hospital to conduct private business with enpl oyees individually
as per reference (e).

(2) The Commandi ng O ficer may authorize visits for
t he purpose of soliciting insurance, or for the selling of nutual
funds or securities. However, infornmation nust be provided to
enpl oyees in group form At no tine wll solicitors be
aut hori zed one-on-one contact wth enployees. |f enployees are
interested in products solicited, they may arrange a neeting
after duty hours.

(3) Information Desk personnel and watchstanders w ||
take the follow ng action when a comrerci al agent or solicitor
desires entrance.

(a) Obtain the nanme of the agent/solicitor and
firmrepresented.

(b) Confirmby tel ephone that the visit has been
schedul ed and aut horized by the Conmand Suite. A representative
of the Commanding Oficer will escort the individual (s) to the
schedul ed neeting area.

(c) Issue official visitor badges and make
appropriate journal entries.

(4) Al authorized agents nust have been cl eared

t hrough the MCAGCC Staff Judge Advocate's (SJA) Ofice. They
must present credentials from SJA upon request.

3-4



NAVHOSP29PALMSI NST 5540. 2A
3 April 1998

(5) Representatives of the news nedia may be al |l owed
access only after clearance by the MCAGCC Public Affairs O ficer,
t he Commandi ng General, and the Naval Hospital Public Affairs
Oficer.

c. Social Visitors

(I') Goups and organi zations desiring to visit for
educational or informational purposes will be permtted entry
upon approval of the Commandi ng Officer or Executive
Oficer. Prior arrangenents for the visit nust be made with the
Public Affairs Oficer and the Security O ficer. 1In the case of
visits to specific departnents, a representative fromthe
specific departnent will be designated by the Departnent Head to
escort the visitor.

(2) Distinguished persons (governors, flag officers,
senators, congressnen, senior governnent representatives, etc.,)
will be admtted without delay and will be escorted by a command
representative. The Information Desk personnel or the OOD shal
i medi ately notify the Conmmanding O ficer of the arrival of
di stingui shed persons.

3006. | dentification and Control

a. Mlitary personnel shall carry the Departnent of Defense
(DoD), Armed Forces of the United States ldentification Card, DD
Form 2N, on their person at all tinmes and present it upon request
by authorized personnel. Photo lIdentification Badge shall also
be di spl ayed.

b. G vilian personnel assigned to the hospital are issued
U S. Governnent ldentification Cards (OF-55) by the Human
Resources O ficer (HRO. This card nust be in their possession
at all tinmes and nust be presented upon request by authorized
personnel. This identification card is the property of the U S
Gover nnent and nust be surrendered upon term nation of
enpl oynent. Photo Identification Badges shall be displayed at
all tines.

3007. Debar nent
a. Individuals who are barred fromthe hospital by the

Commandi ng General, MCAGCC will not be permitted to enter the
hospital except in the case of a bonafide energency.
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b. Persons show ng evidence of being under the influence
of al cohol or drugs will not be allowed access to the hospital
except in cases that require nmedical attention

c. Individuals participating in picketing, denonstrations,
sit-ins, protest marches and political speeches may be renoved
and barred fromthe hospital. Guidance should first be sought

fromthe SJA' s office.

(I') Distribution at the hospital of materials such as
panmphl ets, handbills, fliers, newspapers, nagazines, |eaflets,
petitions, etc., is prohibited except through the regularly
est abl i shed and approved distribution outlets or unless prior
approval is obtained fromthe Conmmandi ng O ficer.

(2) Ofensive or degrading signs, placards or
stickers, whether handcarried, affixed to or painted upon
bui | di ngs, conveyances, or other objects, will be prohibited
only after consultation with SJA

d. No one shall enter Naval Hospital to conduct activities
whi ch are prohibited by this Manual. Such entry wll
constitute a violation of Title 18, United States Code, Section
1382, which provides in part that, "Woever, wthin the juris-
diction of the United States, goes upon any mlitary...
reservation,...station or installation, for any purpose
prohi bited by |l aw and | awful regulation...shall be fined not nore
than five hundred dollars ($500.00) or inprisoned not nore
than six nonths, or both."

e. The following are procedures for barring person(s)
fromthe hospital:

(1) Debarnment letters will only be issued by the
Commandi ng General, follow ng consultation with the SJA

(2) Debarnent letters will specify the reason for the
action, the specific areas of prohibited access and the period of
tinme the debarnent action is effective. Any conplaints,
subpoenas or tenporary restraining orders or other actions
concerni ng debarnent letters shall be referred to the SJA

3008. Prohibitions. The followng activities are prohibited
aboard this command:
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a. Agents, salesnen or peddlers are strictly prohibited
fromentering any storeroom unescorted.

b. Agents are not permtted to address neetings,
cl asses, mass formations or any other assenbly unl ess
aut hori zed by the Conmmandi ng O ficer.

c. No command personnel, either for thenselves or for
an agent wll:

(1) Engage in trade or introduce any article.

(2) Bring into the command any sal esman, distributor
or vendor, except when authorized by the Commandi ng General .
The Commandi ng OFficer nust authorize such activities at the
hospi t al

3009. Reporting. Any person who discovers a peddler,
agent, vendor or salesman, either mlitary or civilian,
transacti ng business at the hospital w thout proper
authority, will report the circunstances to the Security
Oficer or the OOD i nmedi ately.

3010. Commercial Solicitation

a. Reference (f) sets forth the policies pertaining to
standards of ethical conduct governing all personnel of the
Depart ment of the Navy.

b. Agents nmust have in their possession a valid
busi ness pass issued by PMO

c. Al agents, salesnen, or peddlers shall be escorted
to:

(1) Material Managenent Departnent

(2) Head, Pharmacy Departnent for pharmaceuti cal
di spl ays or product introduction.

(3) The Departnment Head that has the schedul ed
appoi ntnment for visits of noncontractual nature.

d. Head, Material Mnagenent Departnent will be
responsi ble for identifying vendors that provide products or
services on a regular schedul ed basis to the conmand, in
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witing, to PMO to request issuance or cancell ation of
regul ar vendor decal s.

3011. Fund Raising by Private Organi zations. Private
organi zations of a civic, social or fraternal nature, which
serve to enrich mlitary life, will normally be approved to
conduct fund raising at the hospital. Approval to conduct
such activities will be subject to reference (f) and the
fol | ow ng:

a. Activities that conflict or conpete with authorized
functions of nonappropriated funds instrunentalities, i. e.,
Mari ne Cor ps Exchange, Special Services, and the Cub
System will not be approved. Determ nation of conflicts or
conpetition rests with the Executive Oficer.

b. Each proposed fund-raising activity will be approved

by the Commanding Oficer via the Executive Oficer and
Director for Adm nistration.
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Chapter 4

SElI ZURE AND HOLDI NG OF CONTRABAND PROPERTY OR EVI DENCE

4001. Pur pose

a. To declare and define property considered contraband
and prohibited to possess aboard the hospital.

b. Establish policies in collecting, storing and di spos-
ing of property.

4002. Definitions

a. Contraband is property which is defined by federal and
state statutes as illegal to possess and subject to forfeiture
upon sei zure. For specific descriptions of contraband, refer to
reference (a).

b. Prohibited is property, other than contraband, which
is prohibited by order of the Commandi ng O ficer or higher
directives.

4003. Searches
a. Authority to search
(1) The Conmmanding O ficer may order searches of:

(a) All mlitary personnel under the authority of
t he Commandi ng O ficer.

(b) Al personal property of persons on or
entering the hospital, on a random basi s.

(c) Al properties under the authority of the
Commandi ng O ficer.

(d) Cvilian enployees and their property.

(2) I'f the Commanding Oficer is absent fromthe
command, the Acting Commandi ng Oficer may authorize searches.

(3) The Conmand Duty O ficer (CDO) possesses no
i nherent power to authorize a search.
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(a) The CDO may exercise general command authority
if the Commanding Oficer and the Acting Commandi ng O ficer are
absent or unavail abl e.

(b) I'f the CDO nmakes the decision to authorize a
search, the circunstances will be docunented in full detail,
i ncl udi ng the reason the Commanding O ficer could not act upon
t he deci sion.

b. Conmmand Aut hori zed Search

(I') Prior to ordering a command aut hori zed search of
persons or property, the officer ordering the search nust be
assured that probable cause exists. Probable cause is when a
reasonabl e person would believe that a of fense has been commtted
and that a particular person(s) conmtted that offense.

(2) Sources of information nust be reliable and
correct. The information may consist of:

(a) The repetition of facts or statenments by
sonmeone who does not have first-hand know edge, but by virtue of
his reputation, has proven to be honest and trustworthy.

(b) Soneone telling what they saw or found.

(3) The reliability of the absent informer nust be
determned if statenents or observations of persons not
physically present are to be relied upon.

c. Consent to Search. During an investigation, the
suspect may be asked perm ssion to conduct a search of self and
property. This consent nust be docunmented on a Perm ssive
Aut hori zation for Search and Sei zure (OPNAV 5527/16), and
W t nessed.

d. Plain View Search. Evidence which is found in plain
si ght .

4004. Sei zures

a. Consult with MCAGCC SJA prior to initiating any
search, if possible, to ensure all |egal requirenents are net.
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b. Contact PMO and request a representative be present
prior to conducting any search.

c. Personnel conducting a |lawful search are to seize al
items found which fall within the foll ow ng categories:

(1) Evidence of an offense in violation of the UCMI.

(2) Instrunentalities to conmt an offense or to
effect the escape of the offender.

(3) Evidence suggesting the identity of the offender.

(4) Contraband.

d. Any contraband or prohibited property discovered wll
be i medi ately saf eguar ded.

e. |If not already on board, PMOw I| be contacted for
recovery.

f. Under no circunstances will suspected evidence be
touched, handl ed or tanpered with, except in extrene energency,
and then only to the m ni mal anount possible pending arrival of
PMO.

4005. Custody of Evidence. MCAGCC PMO stores and mmi ntai ns al
evi dence.
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Chapter 5
PROTECTI ON OF PERSONS AGAI NST ACTS OF AGGRESSI ON

5001. Purpose. To establish procedures for anticipating and
dealing with violence.

5002. Background. This conmand has the responsibility of
provi di ng adequate security neasures to safeguard the |lives and
property of the patients, staff and visitors. Standards of the
Joint Conm ssion for Accreditation of Healthcare Organizations
(JCAHO) require, in part, that neasures be taken to produce safe
policies and practices and to elimnate or reduce possible
hazards to all persons.

5003. Policy. Code “Roneo” is the announcenent/code used.

a. This command will meke every effort to prevent or
address acts of violence presented to patients or staff of
this comuand.

b. Wen addressing a violent patient, refer to reference

(a).
5004. Action

a. Personnel witnessing a violent or aggressive act
will:

(I') Notify the OOD Desk and have them announce *“ Code
Roneo” over the Public Address System

(2) Provide the |ocation and other pertinent details
necessary for assessnent of the relative danger, i.e., firearns
or ot her weapons, violent individuals(s), or group, etc.

b. Personnel at the OOD desk shall contact the Security
O ficer or CMAA during normal working hours and the OOD after
wor ki ng hours indicating Code Roneo was cal l ed and | ocati on.
c. Security Oficer, CMAA, or OOD shall:

(1) Make the necessary initial assessnent.
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(2) Report all acts of violence or aggression to the
Director for Adm nistration, during normal working hours.

(3) Request support from PMO to subdue and restrain
i ndividual (s) if additional assistance is required.

(4) I'n the event of a Cvil D sturbance or denonstra-
tion, the followi ng actions will be taken:

(a) Notify the Commanding O ficer, Executive Oficer,
Director for Adm nistration, and MCAGCC s Command Duty
Oficer.

(b) Secure all entrances to the hospital and post
personnel at each entrance.

(c) Notify and coordi nate assi stance with PMO

(d) Isolate and secure the area of the disturbance
or denonstration, if possible.

(e) Recall all off-duty personnel fromthe
Bachel or Enlisted Quarters (BEQ.

(f) Keep the Commanding O ficer apprised of the
situation at all times and as it progresses.
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Chapter 6
SECURI TY OF PATIENTS I N A DI SCI PLI NARY STATUS

6001. Purpose. To establish a policy for the custody and
control of patient personnel who are in a disciplinary status.

6002. Background. The Command may be tasked to provide nedical
care of patients who are in a disciplinary status. Personnel in
a disciplinary status fall into two categories;

a. Prisoners serving in a sentence inposed by conpetent
authority.

b. Personnel awaiting disciplinary action.

6003. Policy

a. Confinenent or other controls adopted wll always be
consistent with, but secondary to, the exam nation and treatnent
of the patient.

b. Prisoners or personnel awaiting disciplinary action
wll not be admtted for elective surgery except when approved by
the dinical Departnent Head. |If admtted, pronpt action wll be
taken to ensure these personnel are returned to a duty status as
soon as possible after conpletion of treatnent.

6004. Action. The control of disciplinary cases wll be
acconpl i shed as foll ows:

a. Navy Personnel. Conply with reference (g)
regarding the reporting of disciplinary status of patients.

b. Marine Corps Personnel. Conmanding Oficers of Marine
Cor ps personnel are responsible for notifying the Commandi ng
Oficer, inwiting, if there is disciplinary action pending in a
patient's case. The absence of this information usually results
in no action being taken to restrict the Marine to this Conmand.
If restraint/restriction is required, security escort personnel
nmust be furnished by the Marine's Commandi ng O ficer.
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C. Detenti on Cell Confi nees

(1) When detention cell confinees require hospitali-
zation, their release will be effected by the confinee's
Commandi ng O ficer. |In cases occurring after normal worKking
hours, the confinee's CDO may aut horize the rel ease.

(2) The CMAA will contact the individual's parent
organi zati on Commander for the purpose of establishing security
nmeasures and request security guards if deened necessary based on
the individual's status and charges.

(3) Upon conpletion of hospitalization, the individual
w Il be discharged to the parent command for appropriate
di sposition.

(4) Prisoners reporting for outpatient care will be
acconpani ed by a chaser.

d. Inpatient Nursing Staff shall:

(I') Notify the CMAA upon admitting a patient who is a
prisoner or in a restrictive status.

(2) Muster patients who are a prisoner or in a
restrictive status at 0800, 1200, 1600, 2000 and 2400 daily.

(3) Report to the Security Oficer, during nornal
wor ki ng hours, and to the OOD after normal working hours, the
status of prisoners or restricted patients.

e. Patients in a Restricted Status shall:

(I') Muster with Inpatient Nursing Departnent personnel
at 0800, 1200, 1600, 2000 and 2400 daily.

(2) Be acconpani ed by hospital staff personnel when
| eaving the nursing unit.

(3) Not be allowed at any recreational activity.

(4) Be authorized chapel visits when acconpani ed by
aut hori zed personnel .
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Chapter 7
Danger ous Weapons

7001. Purpose. To pronul gate policy concerning dangerous
weapons aboard this activity.

7002. Policy on Carrving Firearns |Inside Naval Hospital

a. Law enforcenent officials, including mlitary
policenmen and security escorts, in the performance of their
duties, may retain their weapons and anmuniti on.

b. Patients must surrender their weapons upon entry to the
hospital. If unit nmenbers acconpany the patient, the unit wll
take custody of the weapons.

c. The CMAA or MDD shall take custody and retain weapons of
visitors and patients, if unit nmenbers are not present, upon
entering the hospital. PMOwII be imediately notified to take
cust ody of the weapons.

7003. Definitions

a. Firearns. Pistols or rifles that fire projectiles by
gas or conpressed air.

b. Wapons firing dangerous nmissiles. Wapons capabl e of
| aunchi ng dangerous m ssiles including bows, crossbows, and sling
shots. The type of mssiles considered dangerous are arrows,
bolts, darts, pellets, and m ssiles capable of inflicting serious
injury.

c. Conceal ed weapons are any dangerous weapons such as
firearns, blackjacks, saps, brass knuckl es, knives, clubs, razors
or exposed bl ades thereof, carried on the person for use as a
weapon.

d. Spring or gravity activated knives. Knives with
spring or gravity activated bl ades comonly known as sw t chbl ades
or stilettos are specifically forbidden. Their possession is a
viol ation regardl ess of |ength, whether conceal ed or not.
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7004. Action
a. Head, Energency Medicine Departnent shall:

(1) Ensure that all unconscious patients brought into
t he Energency Medici ne Departnent are inspected for weapons.

(2) Ensure that weapons are turned over to a represent-
ative of the patient's conmand or to PMO

(3) Notify the CMAA or MOD if a representative of the
patient's command or PMO is not onboard to assune custody.

b. CMAA or MOD shall

(I') Standby and wait for PMO to assune custody of any
weapon or anmunition found on a patient.

(2) Record identification information to whom the weapon
is released to.
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Chapter 8
LCSS PREVENTI ON

8001. Purpose. To provide procedures for the protection of
hospital assets.

8002. Policy. It is the policy of this command that al
personnel shall protect governnment property under their charge
fromtheft, m suse, abuse and waste by:

a. Loss analysis to help identify trends and patterns of
| osses.

b. Physical security of all internal and external spaces.

c. Resource utilization controls to preclude m suse,
abuse, m sappropriation and excessive waste.

d. Increased awareness through education of the
i nportance of security and | oss control at all managenent | evels.

e. Discipline, financial responsibility and accountability
of personnel for equi pnent and supplies and the
physi cal security of work areas under their cognizance.
8003. Action

a. Loss Prevention Subcommttee (LPS) shall:

(1) Function as a subcommttee of the Physical Security
Revi ew Comm ttee (PSRC) and be chaired by the Security O ficer.

(2) Meet at least quarterly to review and tabul ate | osses
and nonitor action taken.

(3) Submit mnutes for approval to the PSRC.
b. The Security Oficer shall:
(I') Ensure that M ssing, Lost, Stolen or Recovered

(ML-S-R) Governnent Property Reports are submtted as instances
warrant as required by reference (c¢) and this manual .
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(2) Provide a consolidated report of ML-S-R governnent
property to the LPS. This report shall contain such information
as type of property reported mssing, |lost, stolen, or recovered,
departnment work center held accountable, date discovered m ssing,
date reported to the security division as m ssing, value of the
property, whether the property is categorized as ML-S-R (as
defined in reference (c)) and date reported to the proper
i nvestigative agency.

(3) Assist Departnent Heads in eval uating physi cal
security of their respective spaces, using reference (a) as a
gui de, and recomrend i nprovenents.

(4) Conduct local investigations of thefts of govern-
ment property in conjunction with CID or NCI'S, as appropriate.

(5) Conduct a security survey of the hospital at | east
annual ly and report the findings to the Board of Directors (BQOD)
Retain a copy of this survey for the next Inspector Ceneral
i nspection cycle or a mninmmof three years, whichever is
greater as required by reference (a).

(6) Attend the MCAGCC Security and Loss Prevention
Council Meeting each fiscal quarter as an active participating
representative of the hospital.
c. Head, Material Mnagenent Departnent shall:

(1) Establish and nonitor usage rates for consunable
supplies; reporting problens to the BOD via the Security O ficer.

(2) Pronptly report Mssing, Lost, Stolen or Recovered
(ML-S-R) governnent property to the Security Oficer.

(3) Ensure procurenent of all |ocking devices are
approved by the Security Oficer and Safety Manager and foll ow
the guidelines of reference (a).

d. Command Equi pnent Manager shall:

(1) Maintain an accountability systemfor both m nor
and plant property.

(2) Ensure that all mnor and plant property are
el ectro-nechani cal ly engraved or enbossed to deter theft.
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e. Departnent Heads shall:

(1) Inventory and sign for all major and m nor
equi pnment upon their assignnment to a departnent.

(2) Maintain accountability of all pagers issued to
t heir departnent.

(a) Ensure that damaged pagers and pager
chargers are returned to Head, QOperating Managenent Depart nent
for repair or repl acenent.

(b) Report all mssing, lost, stolen, or recovered
pagers imredi ately to the Security O ficer.

(3) Ensure that all doors within their spaces are in
good repair and that they are | ocked when the areas are |eft
unattended and at the end of normal working hours.

(4) Ensure all contractor and vendor personnel are
acconpanied at all tines while performng worKk.

(5) Muaintain and have avail able, an accurate listing
of both m nor and plant property assigned to their departnent for
easy identification in case of mssing, lost, stolen or recovered
(ML-S-R) governnent property incidents.

f. OOD and MOD shall:

(1) Make a mnimum of 1 security round every 8 hours.

(2) Make exterior rounds of all buildings, structures,
facilities, and work spaces, meking note of the condition of al
barriers and lighting. Report security violations to the Security
Oficer.

(3) Enter all security infractions, discrepancies, or
conprom ses in the Command Jour nal

(4) Ensure only main and energency entrances to the
hospital are open after normal working hours, during the night
shift and on weekends.

(a) Al external doors of the main building wll
be secured as needed by m ssion requirenents.

8-3



NAVHOSP29PALMSI NST 5540. 2A
3 April 1998

(b) Specific times that individual doors are
secured and opened are found in the Intrusion Detection System s
St andard QOperating Procedures.

(c) Exceptions to this are the Lobby and
Emer gency Departnment doors which will remain unlocked at al
tines.

(d) The OOD may aut horize opening doors for
speci al occasions. |If authorization is given, the MOD will open
and secure the door(s) as directed by the OOD.

(e) The OOD will maintain custody/control of naster
keys at all tines.

g. Al personnel wll:

(1) I'mediately report incidents of theft or abuse to
the Security Oficer or CMAA

_ (2) Be encouraged to make suggestions for inprovenent
in loss control procedures or effective use of material assets to
the Security Oficer.

(3) Al personnel will challenge visitors after hours and

direct themto the appropriate ward or departnent. Notify the
ward or departnent that a visitor is present.
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Chapter 9
M SSI NG LOST STOLEN, RECOVERED (M L-S-R) PROGRAM
9001. Purpose. This chapter provides procedures for reporting
m ssing, lost, stolen or recovered (ML-S-R) governnent property
pursuant to references (b) and (c).

9002. Background

a. The Departnent of the Navy nmaintains statistics to
determ ne where, when, and how Navy property is m ssing, |ost,
stolen, or recovered in order to inprove the Navy's Physi cal
Security Program Accordingly, ML-S-R reports can be used by
the command to assess the | oss prevention programand to take
action necessary to correct any real or perceived security
defi ci enci es.

b. The follow ng types of property are included under the
M L-S-R program

(1) Al serialized governnent property having a val ue
of five hundred dollar ($500.00) or nore nust be reported using
the DD Form 200 (M.SR).

(2) Al other unserialized governnment property
considered to be "substantive" regardl ess of the actual or
estimated anount that are not otherw se covered by any ot her
regul ati on, must be reported using DD Form 200 i.e., nedications,
i mmuni zations, precious netals, gifts of silver and other
val uabl e articles presented to the conmmand, plus highly technical
devi ces, Information Systens hardware or software, etc.

9003. Definitions

a. Mssing. Itens which are not in their proper place or
cannot be readily accounted for and searches by responsible
personnel have been conpleted w thout success. The incident has
been reported to the Security Oficer and | oss reporting action
has been initiated.

b. Lost. |Itens that cannot be found and have not been
surveyed or otherw se renoved fromaccountability after
i nvestigation.
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c. Stolen. Itens that are not in their proper place or
are unaccounted for and evidence indicates theft or other related
crimnal activity.

d. Recovered. |Itens that are gained by inventory (GBl),
found, or recovered after being reported mssing, |ost, stolen or
suspected to be the renmainder of a | oss due to theft or fraud.

9004. Action

a. Departnent Heads shall immediately report to the
Security Oficer and the Equi pnrent Manager all mssing, |ost,
stolen, or recovered (ML-S-R) governnent property, as directed
by reference (b).

b. Security Oficer shall

(1) Act in accordance with the procedures and format
set forth in enclosure (2) of reference (c).

(2) Conduct initial investigations of |oss and request
assistance from PMO or NCIS when crimnal activity is evident or
suspect ed.

(3) Conmplete ML-S-R docunentation.

(4) Take specific security measures as indicated by
the incident (e.g., none; increased security neasures; increased
| oss prevention neasures; inproved admnistrative nmeasures; etc.)

(5) Present ML-S-Rs to the Loss Prevention Subcommttee
for trend anal ysis and recomrendati ons.
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Chapter 10
| NTRUSI ON DETECTI ON SYSTEM

10001. Purpose. To provide procedures in using the Intrusion
Det ection System (IDS).

10002. Background. The Naval Hospital enploys a proprietary |IDS
as defined by reference (a). This systemis nonitored at the
Information Desk. It provides for an efficient use of personnel
and warning of attenpted penetration into protected areas.

10003. Action
a. Security Oficer shall

(1) Conduct nonthly testing of the IDS. Al sensors
nmust be tested for serviceability and adequacy.

(2) Schedul e preventive nmai ntenance as recomrended by
the IDS's manufacturer.

(3) I'mrediately respond to an I DS al arm duri ng wor ki ng
hour s.

(4) Request mlitary police assistance as dictated by
the situation

(5) Maintain an I DS SOP.

(6) Train watchstanders in the proper use of the IDS
nmonitoring station.

b. OOD or M shall
(I') I'mediately respond to all IDS alarnms after hours.

(2) Record in the Command Journal a detailed entry
containing the alarmsite, time, and investigative findings.

c. Naval Hospital personnel shall not nodify nor tanper
with the IDS without authority fromthe Security Oficer.
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Chapter 11
BOVB THREAT PROCEDURES

11001. Purpose. To publish policies and procedures in the event
of a bonb threat.

11002. Background. Wen handling, disarm ng or disposing of

expl osi ve devi ces or suspected expl osive devices, it nust be
realized that the exterior appearance of a known or suspected
device gives little or no indication of the explosive used or the
manner of construction. These key factors are |argely dependent
upon the availability of materials and technical skill of the
saboteur. This prevents the establishnment of set handling
procedures. The primary concern is the safety of life and

property.
11003. Action

a. Security Oficer/QO0D shall:

(I') Notify the Commanding O ficer, Executive Oficer,
Director for Adm nistration and Head, Facilities Managenent
Department and the CDO of the MCAGCC.

(2) Assess the situation based on information received
fromthe caller.

(3) Call PMO, Explosive Odinance D sposal (EOCD) and the
Fire Departnent.

(4) Evacuate and isolate any area the caller may have
indicated as a |l ocation of a bonb.

(5) Secure all spaces containing suspicious packages(s)
and notify PMO

(6) Secure mattresses or sandbags for use as protective
shi el ds and barricades. These protective shields or barricades
shall only be used at the direction of Explosive O dinance
D sposal (EQD) personnel.

(7) Notify all inhabitants of the affected buil di ng not

to use their tel ephones, cellular phones, radios or any other
el ectroni c equi pnent .

11-1



NAVHOSP29PALMSI NST 5540. 2A
3 April 1998

(8) Secure auto traffic in close proximty to the
af fected buil di ng.

(9) Turn operations over to PMO and EOQD personnel upon
arrival .

b. Head, Facilities Managenent Departnent shall shut
of f power and gas lines leading into the danger area if
possible. (If requested by the on-scene comander)

c. Person receiving a bonb threat shall:

(I') Remain cal mand keep the caller on the line as
| ong as possi bl e.

(2) Begin recording specifics of conversation and
identifiable characteristics of caller using the Bonb Threat Cal
Checkl i st. NAVHOSP29PALMS Form 3440/ 03 (Rev. 2/94), Figure 11-1.
The checklist is also |ocated inside the Naval Hospital in-house
t el ephone directory.

(3) Gesture or notion to a co-worker for assistance.
When the caller hangs up, dial *33 to have call traced.

d. Co-worker shall notify the Security Oficer or
Oficer of the Day.

e. Person finding a suspicious package shall:
(I') Remain calmand isolate the area.

(2) Request a co-worker to notify the Security O ficer
or QOCD.

f. If the order to evacuate i s announced, All Hands
will:

(1) Evacuate the building in the same nmanner as a
"fire" evacuation (Code RED)

(2) Remain at their exterior nuster site.

(3) Not re-enter the building until the "all clear" is
sounded by either the base Fire Departnent or PMO personnel
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BOVB THREAT CALL CHECKLI ST

QUESTI ONS TO ASK: EXACT WORDI NG OF THE THREAT:
1. Wen is the bonb going to expl ode?
2. \Wiere is it right now?
3. Wiat does it |ook |ike?
4. \VWhat kind of bonmb is it?
5. Wihat will cause it to expl ode?
6. D d you place the bonb?
7. Wy?
8. Wiat is your address?
9. What is your nane?
Sex of caller Age Race Lengt h of cal
CALLER S VO CE:
___Calm ____Laughi ng Li sp D sgui sed
____Angry ___Crying Raspy Accent
__ _Excited ___ Nornal Deep Fam | i ar
___Slow ___Distinct Ragged If voice is
___Rapid ___Slurred Clearing throat famliar, who
___Soft ____Nasal Deep breat hi ng did it sound
___lLoud ___Stutter Cracki ng voi ce i ke?
BACKGROUND SOUNDS
Street noises House Noi ses Fact ory machi nery
Mot or Long di stance Voi ces
Local Ps system O fice machinery
Ani mal noi ses Musi ¢ Static
C ear O her
THREAT LANGUAGE
Vel | spoken Foul | ncoher ent
(educat ed) I rrational Taped

Message read by threat maker

REMARKS:

Report call inmmediately to the SECURI TY OFFI CER (at extension
2189 or 2872) or the OFFI CER OF THE DAY (at extension 2872)

Fill out conpletely, inmmediately after a bonb threat.
Dat e / / Phone nunber
Nanme Posi tion

Figure 11-1
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Chapter 12
TERRORI ST THREAT CONDI TI ONS

12001. Purpose. To establish policy, procedures and preventive
neasures in the event of a terrorist threat condition.

12002. Background. Terrorismis the unlawful use or threatened
use of force or violence against individuals or property, with
the intention of coercing or intimdating governnents or
societies often for political, religious or ideological purposes.
Acts of terrorismdirected at Naval personnel, activities or
installations have the potential to destroy critical facilities,
injure or kill personnel, inpair or delay acconplishnent of

m ssi on and cause incal cul abl e danage through adverse publicity
and public perception of incident handling and results. The
record of terrorist activities directed at Naval facilities

i ndi cate the use of bonbs, anbush, arned attack, hostage
situations and sabot age.

12003. Action. Once the decision to arrive at a particul ar
THREATCON i s made by the Commandi ng General the Security O ficer
shall enforce the following Terrorist Threat Conditions, and
their associated security neasures as foll ows:

a. THREATCON NCORVAL applies when a general threat of
possible terrorist activity exists, but warrants only a routine
security posture.

b. THREATCON ALPHA applies when there is a general
threat of possible terrorist activity against the Naval Hospital,
MCAGCC or any associ ated personnel. The nature and extent is
unpredi ctabl e, and circunstances do not justify full inplenenta-
tion of THREATCON BRAVO neasures. Below |ists preventive
security measures, but does not limt the use of intelligence
received or as a deterrent.

(I') MEASURE 1. Renmind all personnel at regul ar
intervals, including famly nenbers, to be suspicious and
i nqui sitive about strangers, particularly those carrying suit-
cases or other containers. Be alert for unidentified vehicles
in the vicinity of the Naval Hospital or Mlitary Sickcall
Be alert for abandoned parcels or suitcases or any unusual
activity.
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(2) MEASURE 2. Keep available at all tines for the
00D, plans for evacuating or sealing off the buildings and/or any
area in use or where an explosion or attack has occurred. Keep
key personnel who nay be needed to inplenment security plans on
cal l.

(3) MEASURE 3. Secure buildings and all roonms and
storage areas not in regular use.

(4) MEASURE 4. As a deterrent, apply one of the
foll ow ng neasures from THREATCON BRAVO i ndi vi dual | y and
random y

(a) Secure and regularly inspect building and al
roons and storage areas not in use.

(b) At the beginning of each workday and at
regul ar and frequent intervals, inspect the interior and exterior
of the building for suspicious packages or activities.

(c) Check all deliveries to the buildings.
Advise famly nenbers to check all hone deliveries.

(5 MEASURE 5. Review all plans, orders, personnel
details, and logistic requirenents related to the introduction of
a hi gher THREATCON

(6) MEASURE 6. As appropriate, review and inpl enent
security measures for high-risk personnel

(7) MEASURE 7. As appropriate, consult MCAGCC | aw
enforcenent personnel on the threat and nmutual antiterrorist,
(AT), measures.

(8 MEASURE 8 - 10. Reserved for future use.

c. THREATCON BRAVO  Applies when increased and nore
predictable threat of terrorist activity exist.

(1) MEASURE 11. Repeat neasure 1 in paragraph 2.a.,
above, and warn personnel of any terrorist formof attack.

(2) MEASURE 12. Keep all personnel involved in
i npl enenting antiterrorist contingency plans on call.
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(3) MEASURE 13. Check plans for inplenentation of
the neasures in the next higher THREATCON.

(4) MEASURE 14. \Were possible, cars and objects
such as crates, trash containers, etc., are to be noved at
| east 25 neters from buil di ngs.

(5) MEASURE 15. Secure and regularly inspect the
buil dings, all roons and storage areas that are not in
regul ar use.

(6) MEASURE 16. At the beginning and end of each
wor kday and at other regular and frequent intervals, inspect
the interior and exterior of the building for suspicious
packages.

(7) MEASURE 17. Examne all mail for letter or
parcel bonbs.

(8) MEASURE 18. Check all deliveries to the
bui | di ng.

(9) MEASURE 19. Increase surveillance of buildings
and all associ ated areas.

(10) MEASURE 20. Make all staff personnel and their
dependents aware of the general situation in order to stop
runors and to prevent unnecessary alarm

(11) MEASURE 21. At an early stage, informal
Departnent Heads and any ot her key personnel of any action
bei ng taken and why.

(12) MEASURE 22. On entry of visitors to the
facility, visually inspect all, and randomy inspect a
percentage of their suitcases, parcels, and other
cont ai ners.

(13) MEASURE 23. If possible, and utilizing Naval
Hospital, Security personnel, operate random security
patrols to check vehicles, people, buildings, and the
surroundi ng areas.

(14) MEASURE 24. Protect mlitary transport vehicles
in accordance with prepared plans. Remnd duty drivers to
| ock parked vehicles and to institute a positive system of
checking before they enter and drive the vehicle.
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(15) MEASURE 25. Inplenent additional security
measures for high-risk personnel, as appropriate.

(16) MEASURE 26. As appropriate, consult MCAGCC | aw
enf orcenment personnel on the threat and nutual AT neasures.

(17) MEASURE 27 - 29. Reserved for future use.

d. THREATCON CHARLIE. Applies when an incident occurs
or intelligence is received indicating sone form of
terrorist action agai nst personnel of the Naval Hospital.

(1) MEASURE 30. Continue all THREATCON BRAVO
measures or conplete those that are pending.

(2) MEASURE 31. Keep available, at their place of
duty, all personnel who are responsible for inplenenting AT
pl ans.

(3) MEASURE 32. Limt access points to an absolute
m ni mum

(4) MEASURE 33. Strictly enforce control of entry
and search a percentage of all packages or containers.

(5) MEASURE 34. Enforce centralized parking of
vehi cl es.

(6) MEASURE 35. Increase security patrolling of the
bui | di ng and surroundi ng areas.

(7) MEASURE 36 - 39. reserved for future use.

e. THREATCON DELTA. Inplenmentation applies in the
i mredi ate area where a terrorist attack has occurred or when
intelligence has been received that a terrorist action
against a specific location is likely. Normally, that
THREATCON i s declared as a | ocalized warning.

(1) MEASURE 41. Continue or introduce all neasures
listed for THREATCON BRAVO and CHARLI E

(2) MEASURE 42. Control access and inpl enent
positive identification of all personnel.
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(3) MEASURE 43. Search all suitcases, briefcases,
packages, etc., that are brought into the hospital or
Mlitary Sick Call

(4) MEASURE 44. Take neasures to control access to
all areas under the jurisdiction of the Naval Hospital.

(5) MEASURE 45. Make frequent security inspections
of the exterior of all building and of all parking areas.

(6) MEASURE 46. Mnimze all admnistrative
journeys and visits.

(7) MEASURE 47 - 50. Reserved for future use.
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Chapter 13
I nfant Security Procedures

13001. Purpose. To establish policy and procedures for the
safety and security of new born infants and pediatric patients
during their inpatient stay at Naval Hospital, Twentynine Pal ns.

13002. Background. Infant kidnappings in the hospital setting
have occurred with increasing frequency over the course of the
past decade. This procedure is designed to provide guidance for
mnimzing the risk of this incident occurring at this conmand.
Al t hough el ectronic surveillance systens are very useful in

hel ping to deter an infant abduction, the BEST SECURI TY IS THE
STAFF MEMBERS WORKI NG | N THE MATERNAL | NFANT NURSI NG DEPARTMENT
USI NG THEI R EYES AND EARS!

13003. ACTION
a. Mternal Infant Nursing Departnent (M ND) Staff wll:

(1) Wear Photo ldentification Badges with yell ow
hi ghlighted information at all tines.

(2) Informparents not to all ow anyone to take their
infant fromthe roomw thout first identifying thenself and who
does not have photo ID visable wwth the yell ow highlighted
i nformation.

(3) Establish enternal policy for identifying nother,
i nfant and fat her.

(4) Approach visitors who appear to be lost in the MND
area and offer assistance and direct themto the appropriate
pl ace.

(5) Be extrenely caucious of an individual who identifies
thensel f as a provider or technician, and the staff nenber does
not recogni ze the individual as a nenber of the Naval Hospital
staff. The staff menber nust ask for positive identification.

Be suspicious of unidentified “visitors” asking questions
regardi ng hospital routines, or security policies.
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(6) Be vigilant to the presence of visitors to the area.
Notify Hospital Security at extension 2190 if there appears to be
suspi ci ous or unusual activity observed by visitors to this area.

b. In the event of an abduction or an attenpt, the foll ow ng
procedures shall be foll owed:

(1) Nursing staff:

(a) Notify hospital security by calling 2190 and
informthemof the incident. Request that a “Code Pink”
announcenent be nmade on the overhead.

(b) Search the M ND and obtain a head count of al
i nfants.

(2) Hospital Security and Adm nistration

(a) “Code Pink” shall be announced over the Public
Address System i medi ately.

(b) The Provost Marshals Ofice (PMJ) shall be
notified by calling 9-1-1.

(c) Al other area hospitals and clinics shall be
notified and a conpl ete description of the infant and abductor,
if known, shall be provided.

(3) Upon hearing the “Code Pink” announcenent, all staff
menbers will participate in a hospital w de search of the
hospital and grounds. All exits shall be sealed, and al
suspi cious acts shall be reported to hospital security at
extension 2190. Tine is of essence as the abductor nay not have
| eft the prem ses.

(4) Upon hearing the “Code Pink” announcenent, each
departnment head will imedi ately di spatch a person to al
identified exits with the instructions to verify the identity
(using picture identification) of all persons |eaving the
facility. Mlitary personnel and their dependents are required
to posses their IDcards at all times. Exit nonitors will not
unlawful Iy detain any person. They will explain the crisis and
ask for each persons cooperation as they depart the buil ding.
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(5) Search all restroons, storage roons and office spaces
wher e an abductor could be hiding or could have placed the

infant. Report all suspicious acts to hospital security at
extensi on 2190.

(6) After normal working hours, the duty personnel wll
nonitor the nmain entrance of the hospital, and inmedi ately
respond to alarmed exit. The Energency Medicine Departnent Staff
will nonitor the exit at the patient entrance.
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CODE PI NK DRI LL
CHECKLI ST

(Revi sed 8/27/98)

DATE. TTMeE
DEPARTMENT: LOCATI ON:
PRE- DRI LL
_Departnment knows assigned door
___Departnent has watchbill assigning doors on a rotational basis

__Department knows to report suspicious acts to quarterdeck at extension# 2190
__Departnment has | ogged “Code Pink” training in individual conpetency files

DURI NG DRI LL
__Departnment sends people to cover their assigned door (which is:
___ Department response is tinely
_Departnent checks all roons in their area
__Nursing personnel obtains headcount of all infants/children
_Description of child is obtained
__Detailed information is relayed to quarterdeck

EXIT WATCH

___Exit watch arrives in a tinely manner
__Exit watch has witing materials to record descriptions of infant, person or
vehicl e

Exit watch checks picture ID for each person |eaving hospital
___Exit watch explains to each person the nature of the crises and asks for
cooperation
___Exit watch knows not to unlawfully detain any person
__Exit watch knows not to | eave post until properly relieved

QUARTERDECK
__Quarterdeck announces “Code Pink (EVENT OR DRILL) in progress”
properly over public address system
___Quarterdeck records accurate information regarding the child
___Quarterdeck calls PMO and properly inforns them of “Code Pink”
__Quarterdeck notifies all other hospitals and clinics of situation

POST DRI LL
__ Departnent conducts critique
_Departnent sets goals for inprovement
__Department fills out training roster (NH Form 1500/08) and forwards copy to Ed/ Trng

(After 10/01/97, A copy of a checklist with negative
responses shall be forwarded to Director)
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CHAPTER 14
CLASSI FI ED | NFORVATI ON AND PERSONNEL SECURI TY PROGRAM

14001. Purpose. To publish policies and procedures for the
i nformati on and personnel security program

14002. Policy. This programis established to ensure that
classified information is protected from unauthorized discl osure.
Appointnment of mlitary and civilian enpl oyees granted access to
classified informati on or assignnent to other sensitive duties
will be clearly consistent with the interests of national
security, as directed by reference (h).

14003. Action
a. The Commanding O ficer shall:

(I') Have ultimate responsibility for effective managenent
of the Information and Personnel Security program

(2) Appoint in witing the Conmand Security Manager, Top
Secret Control Oficer, Personnel Security Oficer, and the
Classified Material Control Oficer.
b. The Security Mnager shall:
(1) Be the principal advisor on information and personnel
security in the Command and is responsible to the
Commandi ng O ficer for the nmanagenent of the program

(2) Have a secret clearance with a background
i nvestigation.

c. The Personnel Security Oficer (PSO shall:
(I') Have a secret clearance.
(2) Ensure all personnel who are to handle classified
information or to be assigned to sensitive duties are appropri-

ately cleared and that requests for personnel security
i nvestigations are properly prepared, submtted and nonitored.
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(3) Ensure a list is maintained of personnel granted
access to classified material for the Command on a need-to-know
basi s.

(4) Ensure O assified Informati on Nondi scl osure Agreenent
is signed upon final notification of clearance granted.

(5) Ensure each person who will have access to classified
information be given an orientation briefing as soon as possible
after reporting aboard or being assigned to duties
invol ving classified access.

(6) Ensure security clearances are nonitored to not
exceed the level required to perforned assigned duties.

(7) Ensure all security awareness training is conducted
on atimely basis per reference (h).

(8) Brief and debrief personnel with clearances travel -
ing to foreign countries whether it be official or personal.

(9) Maintain records of personal foreign travel reported
by assigned personnel. These records should identify, whenever
possi ble, the travellers route and node of travel, destination,
| ength of stay, identity of fellow travellers (when acconpanyi ng
the traveller) and identity of tour operators (if a tour operator
i's used).

d. Cassified Material Control Oficer shall:
(I') Have a secret clearance.

(2) Maintain the Conmand C assified Container ensuring
all classified material is accounted for before securing.

(3) Ensure conpliance with accounting and control
requirenents for classified material, including receipt, distri-
bution, inventory, reproduction and di sposition.

(4) Conduct an annual inventory of all classified
material held in the command.
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(5) Ensure the conbination is changed when cont ai ners/
| ocks are first placed in use, at |east annually thereafter, when
an i ndividual know ng the conbination no |onger requires access
or if the conbination has been subject to possible conprom se.

(6) Ensure that the security container is secure and
checked before departing for the day.

(7) Ensure that an Enmergency Renoval Plan exists in the
case of a disaster.

e. The Top Secret Control Oficer shall:
(I') Have a Top Secret clearance.
(2) Maintain a system of accountability.

(3) Transmt Top Secret material wi thin the Command by
di rect personal contact.

(4) Maintain a current roster of persons within the
Command who are authorized access to Top Secret information.

(5) Ensure no Top Secret nmaterial is stored at this
Command.

f. Directors or Departnent Heads
(I') Wth Safes/Containers in their areas shall:
(a) Ensure no storage of classified material.

(b) Ensure Security O ficer receives SF-700, Security
Cont ai ner Information Card upon change of conbi nati on.

(2) Shall ensure that those persons requesting |eave or
TAD outside CONUS or its territories route their requests through
t he Personnel Security Oficer. These individuals are to receive
a foreign travel brief two to four weeks prior to departing the
command.

g. Al Staff Personnel shall adhere to security regul ations
established within the command whet her they have a cl earance or
not. If anything | ooks suspicious or questionable, report the
incident to the Security Oficer or the Oficer of the Day.
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